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2020 = 50 billion devices
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Research “The Safe & Smart Home:
Security in the Smart Home Era”
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Benefits and risks of smart home Technologies, Charlie
Wilson, Tom Hargreaves, Richard Hauxwell-Baldwin (2016, UK)

There is a risk that smart home technologies ...

B strongly disagree M disagree ™ neither agree nor disagree ™ agree M strongly agree ™ don't know

increase dependence on
technology

increase dependence on electricity
networks

are non-essential luxuries

increase dependence on outside
experts

make household members lazy
monitor private activities

are an invasion of privacy

are intrusive

result in a loss of control

make households worry more

disrupt daily routines
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http://map.norsecorp.com/#/

IT Security

— access matrix to systems and applications

— password management

— antivirus, firewall

— secure network

— system development, testing and documentation
— system and application updates

— business continuity plan
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GDPR compliance
» Data processor, whose main activity is the systematic and
systematic monitoring of data subjects

« Data processors who, given the nature, scale, context and
objectives of the processing of personal data, are likely to
pose a significant risk to the rights and freedoms of natural
persons

» Personal data processing
— legal basis
— purpose
— preservation
— security,

— processing of special categories of data

« Data Protection Officer, Impact Assessment, Register of
Personal Data Processing
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